
VEIL.AI anonymises patient data better and 
faster than traditional methods, and retains 
information more effectively. If necessary, 
the application can also produce synthetic, 
fully anonymous statistical data, which can-
not be traced back to any individual.

Developed by the Institute for Molecular 
Medicine Finland (FIMM), the application is 
now available for the ELIXIR infrastructure, 
alongside which a joint service is now being 
developed. An organisation managing data 
can protect it by entering the related meta-
data into a scalable cloud service. The service 
disguises any identity attributes, providing 
researchers with anonymised and, if neces-
sary, synthetic data.

Aided by artificial intelligence
The VEIL.AI application employs a model 
based on artificial intelligence. The applica-

tion creates a veil that protects the patient’s 
identity attributes, but can identify relevant 
data, which it keeps.

“Occasionally, for example when creat-
ing machine-learning models, more data is 
required–and more quickly–than research 
ethics committees tend to allow. They re-
quire justification for each variable, which 
is against the essence of machine-learning 
where maximum amount of variables is want-
ed without, a priori, assuming too much of 
their impact as far as the best mode is still 
being sought,” says commercialisation expert 
Tuomo Pentikäinen.

This is why, according to Pentikäinen, 
it makes sense to use synthetic data in the 
early stages of modelling, as this is what the 
VEIL.AI method can produce.

“This means data which is totally de-
tached from the people it was derived from, 

but which, in terms of the desired variables, 
behaves like the original data. However, syn-
thetic data is only one type of data we pro-
vide. Usually customers want anonymised 
data.”

VEIL.AI can find variables regarded as 
sensitive in terms of revealing a person’s 
identity, and anonymise them automatically.

“In a better and more organised way, the 
application can perform heavy calculations 
and operations concerning the calculation of 
data partitioning and anonymisation metrics.”

It must be possible to protect sensitive 
patient data, but many traditional anonymis-
ation models also lose important data in the 
process. Traditionally patient data has been 
protected by partitioning and generalising 
identity attributes within the data. Anonymi-
sation studies how variables divide/partition 
data into different groups. Then each group 

VEIL.AI: patient data in a veil
Patient data is important for research. Personal data is protected by hiding or modifying identity attri-
butes, while maintaining the level of statistical data significant for research purposes. This is enabled 
by a new, AI-based service.



is examined separately, and if some variables 
are too easy to identify, they are coarsened. 
Generalisation means that a person’s age can 
be rounded off by a few years and a profes-
sional title can be changed from, say ‘nurse’ 
to ‘health care professional’.

“So any variables that are too easy to 
identify are generalised to a sufficiently gen-
eral level, or perhaps even removed com-
pletely. When processing health data, de-
letion may have to be used quite often if a 
variable is unique or too easily identifiable,” 
says Pentikäinen.

This means that generalisation can result 
in the loss of important patient data.

“This tends to happen when an inter-
esting phenomenon (such as an illness) is 
relatively rare and fairly evenly distributed 
across the data set. When such data is di-
vided into partitions for anonymisation, it 
is common for the phenomenon of interest 
to be even rarer in each partition. In cases 
like this, traditional methods commonly 
interpret the interesting data as “outliers” 
in each partition, and therefore remove it. 
This is stupid, because with a better cho-
sen strategy, the phenomenon of interest 
could have been included in the partitions, 
while retaining important information more 
effectively.”

Timo Miettinen, Information Systems 
Manager at the Institute for Molecular Med-
icine Finland, has an example: a patient with 
a rare type of breast cancer. Creating data 
that is too coarse can lead to the disappear-
ance of data on the rare type of disease, 

because there are so few such patients in 
the data set.

“A breast cancer patient has one diagno-
sis, but her genetic profile indicates that she 
has a rare type of breast cancer. There may 
be a few cases like this per hospital, meaning 
that they may be classified as outliers and 
deleted. But this does not apply to the entire 
population. If a better view could have been 
gained of the big picture, this outlier would 
not have been deleted.”

Timo Miettinen has been involved for a 
long time in designing information systems 
that make use of and protect clinical data. 

Miettinen and his team have developed the 
VEIL.AI application, which is about to become 
commercially available. This micro service 
was created due to GDPR.

Each biobank in Finland has its own code 
register. The code register consists of per-
sonal identity codes and a synonym table, 
used to create an identifier–that is, a pseud-
onym–for each person.

“Certain things are difficult to change, 
such as height, eye colour and place of birth. 
They are identifiable through statistical 
methods. The same applies to a person’s 
medical history,” says Miettinen.

“We make two promises. First, we prom-
ise scalability and better performance. We 
are able to make use of continuously updat-
ed data from a number of sources. We can 
anonymise this effectively and securely. Our 
second promise is to try to minimise data loss. 
The application takes account of the data 
content, while fulfilling the anonymisation 
criteria,” says Miettinen.

Scalable cloud service
The VEIL.AI application uses a neural net-
work that can be thousands of times faster 
than conventional methods.

“Our system enables safer data distri-
bution, because once the neural network 
has been taught what to do, each owner of 
confidential data can anonymise data before 
passing it onto its partners. Our method also 
produces better data, because we can test a 

Biobank samples. Picture: FIMM

The biobank samples are stored in Meilahti, Helsinki, in the vapor phase liquid nitrogen at 

minus 180 degrees Celsius. The National Institute for Health and Welfare was the first to 

test the process, based on ELIXIR AAI’s federated authentication and licence management, 

using sensitive material from their biobank samples. Picture: FIMM



huge number of different data partitioning 
strategies and pick the one that results in 
the smallest loss of information, while nev-
ertheless achieving the desired level of an-
onymity,” says Pentikäinen.

And crucially, in terms of data security, 
the VEIL.AI application does not store pa-
tient data in a new location.

“We do not want to manage data. In-
stead, data is streamed through our service, 

during which we anonymise it and return it 
immediately to the customer,” says Tuomo  
Pentikäinen.

“We offer a scalable cloud service. 
Through the user interface, we can enter 
the necessary data dictionary and teach the 
algorithm to create the data anonymisation 
model using example material. The algorithm 
will learn to process the data, and if more data 
is added, it is streamed through the cloud ser-

vice and anonymised,” says Timo Miettinen.
This means that organisations no longer 

have to share any of their sensitive data with 
anyone. Data arrives anonymised from the 
cloud service for research purposes.

The analysis of various pseudo identi-
fiers requires plenty of processing power, 
which has been obtained from the ELIXIR 
infrastructure.

Ari Turunen

VEIL.AI is an artificial intelligence application that can anonymise various types of data: telemetric, sensor and continuously updated data, 

among others. If necessary, it will generate synthetic data from a chosen data set.
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Institute for Molecular Medicine Finland 
(FIMM)
The mission of the Institute is to advance new 
fundamental understanding of the molecular, 
cellular and etiological basis of human diseases. 
This understanding will lead to improved means 
of diagnostics and the treatment and prevention 
of common health problems. Finnish clinical and 
epidemiological study materials will be used in 
the research. www.fimm.fi 

MORE INFORMATION:

CSC – IT Center for Science
is a non-profit, state-owned company adminis-
tered by the Ministry of Education and Culture. 
CSC maintains and develops the state-owned, 
centralised IT infrastructure.
http://www.csc.fi 
https://research.csc.fi/cloud-computing

ELIXIR
builds infrastructure in support of the biological 
sector. It brings together the leading organisa-
tions of 21 European countries and the EMBL 
European Molecular Biology Laboratory to form 
a common infrastructure for biological informa-
tion. CSC – IT Center for Science is the Finnish 
centre within this infrastructure.
http://www.elixir-finland.org 
http://www.elixir-europe.org
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